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SEARCH WARRANTS

SARAH MURPHY, SENIOR DEPUTY DISTRICT ATTORNEY

B United States Constitution, Fourth Amendment

{1 The right of the people to be secure in their persons,
houses, papers,and effects, against unreasonable
searches and seizures, shall not be violated, and no
Warrants shall issue, but upon probable cause,
supported by Qath or affirmation, and particularly
describing the place to be searched,and the persons or
things to be seized.

0 The Fourth Amendment is not a guarantee against all
searches and seizures, but only those that are deemed
unreasonable under the law.

0 Began with protection of the home, a man’s castle:

0 Searches and seizures inside 2 home without a warrant are
presumptively unreasonable.
Payton v. New York, 445 U.5. 573 (1980).

B What is that!il!

B Do | need one!

O If you are asking that...you probably do!
B Exceptions?

0 Exceptions are awesome... But only use them when they are
appropriatet

B A search isn’t unreasonable if it falls into a recognized
exception category:

C1 PlainView

U Exigent Circumstances
Q Search Incident to Arrest
Q Probation & Parole Searches

0 Consent

R Lawful position to make observation

B Hlegal character must be apparent on its face.

M [tems can be moved to see if the items being searched for are located
under them or within them.

People v, Schreier (1984) 158 Cal. App.3d.Supp.20
Arizone v. Hicks (1987) 480 US 321,
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R “One of the specifically established ptions to the Fourth A d 's
warrant requirement is a search incident to a lawful arrest’ " (People v. Diaz

(2011)51 Cal.4th 84,90 (Dioz).)

B An officer may always thoroughly search a person incident to arrest when the
person is taken into lawful custody, regardless of the offense for which the arrest
is made. (United States v. Robinson (1973) 414U5.218)

O Search incident to 2 lawiul arrest extends to any item immediately associated with
the person of the arrestee or otherwise within the immaediate control of the
person at the time of arrest. (United States v. Chodwick (1977) 433 US. 1, 14; Chimel v
Colfarnia {1969) 395 US. 752, 763)

W BUT: Although devices providing access to large amounts of often personal data,
such as cell phones and computers, may be seized incident to arrest, the
contents of such devices may not be searched absent a search vrarrant, consent,
exigent circumstances, or some other p to the Fourth A d
warrant requirement. {Riey v. California (2014) 573 US,__ [1345.Cc 2473189
LEd.2d 430].) -- See California ECPA

M Warrantless searches are justified in the probation context because they aid In
deterring further offenses by the probationer and in monitoring compliance with
the terms of probation.” (Peopfe v. Rebles (2000) 23 Cal 4th 789,795.)

B A search or seizure conducted pursuant to the terms of a known probationer's
advance consent is reasonable under the Fourth Amendment because it does not

infringe upon any legiti orr ble exp ion of privacy the
prabationer retains over his or her person or property. (People v. Bravo (198743
Cal.3d 600,607)

M Under California law, a search conducted pursuant to a known probation search

dition, even if conducted without r bl picion of criminal activity,

does not violate the Fourth Amendment as long as the search is not undertaken
for harassment or for arbitrary or capricious reasons or in an unreasonable
manner. (People v. Medina (2007) 158 CalApp4® 1571, 1577.)

H Voluntary consent to search permits an officer t search withouta
warrant and establishes the reasonable nature of the search, (People v.
Michael (1955) 45 Cal.2d 751,753; People v.Tremayne (1971) 20
Cal.App.3d 1006, 1015.)

B Test is voluntariness of consent.

W Consent to search must be voluntary and freely given and not mere
submission to an assertion of authority by law enforcement. (People v. James
(1977) 19 Cal3d 99,106

M Voluntariness is a question of fact to be resolved by considering all the
surrounding circumstances. (Schneckloth v. Bustamonte (1973)412U5.218)

B What is included in a search warrant?
W Who Is supplying affidavit to the magistrate?
W Places to be Searched (Descriptions)
B Things to be Seized (Descriptions)
B "Hero" Sheet
M Probable Cause
M Protocols Which Must be Followed

Must contain exculpatory information if law enforcement is aware of
thot information.

B Describe both “with particularity” and don’t be “overbroad.”

B Particularity does not include — searching alf people and
vehicles present...

B People move about ~ what Is their nexus!

M Vehicles move about — what is their nexus?

¥ A warrant must describe place to be searched and items to be
seized “with particularity sufficient to preventa general
exploratory rummaging of a person's belongings.”

M Court considers three factors:

B Whether PC exists to seize all items of a particular type described in
warrant

B Whether warrant sets out objective standards by which executing
officers can differentiate seizable from non sefzable items

M Whether the gov't was able to describe the items more particularly in
light of the information available to it at the time the warrant was issued.
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M Use standard boilerplate computer equipment fanguage,
being careful to exclude what you do not need.

B Make sure the PC justifies all the items you want to seize.
Probable cause to seize a "computer” does not necessarily
mean probable cause to seize the entire computer system.
Each component in a computer system should be
considered independently
M Documents / Manuals?

B Software?
B External drives and peripherals?

B The affiant must state the basis of his/her expertise.

B Foreshadow the search and seizure of specified evidence.
O Where have you been employed as an officer? How long!
O Any academy training relevant to the warrant!
[ What training in the specific area of the warrant do you have?
0O How many cases like this have you handled?
O Total arrests for crimes like this?

[ Search warrants of this nature you have worked on in some form?

H State your reasons for searching the computer or cellular
phone and not just the premises where it is located

H State why you need to search the computer off-site.
H State why the suspect may have evidence on his computer.

H State why you need accessories, peripherals, documentation
and passwords.

K Define your terms in plain non-technical language.

H California Penal Code section 1525:

{1 A search warrant cannot be issued but upon probable cause,
supported by affidavit, naming or describing the person to be
searched or searched for,and particularly describing the property,
thing, or things and the place to be searched.

Q The application shall specify when applicable, that the place to be
searched is in the possession or under the control of an attorney,
physician, psychotherapist or clergyman.

B Reasonable suspicion

H A crime has taken place

H Evidence of that crime will be found in the location you'd
like to search.

B ID your information sources and show why they are reliable.
B Corroboration of crime

B Tie it all together with expertise

B Justify seizing all media
0 CDfs, tapes, disks can be intentionally mislabeled
O Too risky, intrusive and time consuming to do on-scene analysis

Q Passwords, encryption, etc.
Q Protection of the suspect’s property

H Court acknowledged that although ma% of the files on the
computer did not constitute evidence, the warrant explained that,
because information could be easily hidden in a computer, it was
necessary to seize the entire s(stem to adequately search for
relevant files, - US. v. Kufrovich ((997) 997 E Supp 246

B You can always go back with another warrant.
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M | know that in order to interpret this data, as an investigator, | need to have
information about the location and set-up of each respective cellular service
provider's individual cell-sites, | know, that people often travel great distances
and use their cefiphones consistently, For these reasons, | know it is necessary to
obtain a cell site list from each respective ceflular service provider.

B | know from training that cellular coverage can be aflected by a number of
factors, including equip faitures, overloads, abstructions and
many others. Any records of equipment fallures, maintenance, cell site overloads,
or other outages that tend to show whether any of the listed cell sites were not
operating normally during the specified time period would assist investigators in
analyzing data received from tower dumps. It would help ensure that the
evidence is analyzed in the most accurate way possible.

B In my experience as an investigator, | know that Facebook, Snapchat and tnstagram
can sometimes be an extremely useful too! in obraining evidence for an Investigation,
It can be vatuable in establishing the connection between certain subjects. | know
from my training and experience that it's very common for people to communicate
on a regular basis using Facebook, Snaptchat and Instagram which can preserve
records In a sacial network. The Facebook, Smapchat and Instagram accounts can be
used for emall type and multimedia messaging. This can be an efficient means of
communicating with other people. in many instances, peoptle rely solely upon
Facebook, Snapchat or Instagram for their ication needs while in others,
Facebook, Snapchat and Instagram serve as a suppl { form of i
their cellular phones. This efectronic data, including contact list (address book),
inbound/outbound messages, e-mails and timeline information can provide additional
evidence in this criminal investigation. Phatographs contained in the above profiles
can show a connection to the parties involved and may aid in establishing a tmeline
for each subjects whereabouts. This may show they were associated with any of the
listed respective phones or subjects. Information obtained from Facebook may alsa
show respective subjects have less of a connection to subjects of this investigation
than appears on the public pordon of their respective profiles.

B Things to consider:

[0 Length of time since the information was received!

0 What type of crime is being investigated!
Q Type of items sought
O Location
M "“An affidavit must be based on facts ‘so closely related to the time of the
issue of the warrant’ so as to justify a finding of P.C. at that time.”
(Sgro v. US (1932) 287 US 206)

B A warrant is not stale if there is a sufficient basis to believe, based on a
continuing pattern or “other good reasons” that items are still on
premises. (LS v. Gann {1984) 732 F2d 714}

B US.v. Lacy (1997) 119 E3d 742 (9% Cir)
¥ Danish Computer Bulletin Board System

B Download of 6 images

E |0 months elapses before the warrant is sought
H Result? No suppression.

- Court relied on expertise of affiant:

M Collectors value their pix and rarely if ever dispose

W Also important that deleted data can be recovered

B California Penal Code 1524(c):

Q No Search warrant shall issue for any documentary evidence in the
possession or under the control of any person who is a lawyer as
defined in Section 950 of the Evidence Code, a physician as defined in
Section 990 of the Evidence Code, a psychotherapist as defined in
Section 1010 of the Evidence Code, or a member of the clergy as
defined in Section 1030 of the Evidence code,and WHO IS NOT
REASONABLY SUSPECTED OF ENGAGING OR HAVING
ENGAGED IN criminal activity related to the documentary
evidence for which a warrant is requested unless the following
procedure has been complied with:...

M If NO special master is necessary but the documentary evidence is under the
possession or control of lawyer, physician, psychotherapist, member of clergy |
would consider including something like this in your warrant:

M Penal Code, Section 1524(c),provides,in part:

Notwithstanding subdivision (a) or (b}, no search warrant shall issue for any
documentary evidence in the possession or under;the control of any personwho isa ...
defined In Section 990 of the Evidence Code, ...,and who s not reasonably

physician as

suspected of engaping or having engsged in criminal activity related to the documentary
evidence for which a warrant Is requested unless the following procedure fappointment
of a spectal master] has been complied with...Since the doctor Is working for or is the
owner of the medical office and is suspected of multiple sexual assault crimes involving
miners and suspected of possessing child pornography and the documents sought are
evidence of their involvement in the criminal activity,a special master in this case is not

required, and Your Affiant is not requesting the assistance of a special master.
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